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LUPPOBAA TPAHCOOPMALUUA SHAHUTEJIBHO
PACLUUPAET NOBEPXHOCTb ATAKU
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Kak mMHOro npounssoauTtenen Moryt obecnevymBaTb BbICOKUMN
YPOBEeHb 3alUnTbl?
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N3yyeHne HamepeHuun

= MakcnmanbHoe
UCKITHOYEeHUe YA3BMMOCTEN

* [lpegoTBpaLleHne yrpos ao
NX BO3HWUKHOBEHNS

= ApanTtaumsa K USMEeHEHUAM

* MrHoBeHHas
Knaccudgpukaumsa yrpos

= YCTONYMNBOE COCTOAHME
3alUMLLEeHHOCTH

= OTCyTCTBME
HeOonyCTUMBLIX PUCKOB

Minority Report, 20th Century Fox (North America), DreamWorks Pictures (International), 2002
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[Mpeanocobinku pa3sutusa IBNS

= O6nayHble TeEXHONOrMn
= MwuKkpocermeHTaums

= DevOPS

= SDN/SDS/SDDC/SDx
= BbonbluMe AaHHble

= Agile

= |oT

[TonnuTuKN ycTpomncTs 6e3onacHOCTN ObICTPO
ycTapeBaloT U TePAIOT aKTyanbHOCTb

= https://www.infosecurity-magazine.com/webinars/the-time-for-intentbased-security/
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https://www.infosecurity-magazine.com/webinars/the-time-for-intentbased-security/

[MOpMAaHbLIE TeXHONOrnm

* be3onacHOCTbL AOMKHa Y4nUTbIBATb
rMopUAHBLIA NPUHLIMM NOCTPOEHUS
KOpnopaTMBHbIX CETEW:

» SDN (software-defined networking,)
» SD-WAN (software-defined, WAN)
» Hybrid WAN

“Hito Nopk, dabpuka”, . LWTpyk
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Knto4 K noctpoeHuro IBNS

= OnpenerneHune XXenaemoro ypoBHS
3aLUULLEHHOCTU

= ABTOMaTKU3aLuna npoueccoB Angd
MUHUMKU3ALUN PYHHOIO onncaHna npasun,
obecnevmBaloLmMX HeODXOANMbIN YPOBEHb
be3onacHoOCTU:
» B pacnpenenieHHOM OKPY>XXeHUU
» B CETSAX C BbICOKOW CErMeHTauunen

» MPU BbICOKON MOBUITBHOCTW Nonb3oBaTenemn u
YCTPOWCTB

H. KntowHuk “Kntoun”, 2014
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2018 Fortinet — ®abpuka 6e3onacHOCTMU

Network
Security

FortiGate
Enterprise Firewall

@ IPS

&) SWG

'€E' SD-WAN

Multi-Cloud
Security

¢

FortiGate
Virtual Firewall
Network Security

~ N

FortiGate
Cloud Firewall
Network Security

Endpoint

Security

e

FortiClient
EPP

Email
Security

FortiMail
Secure Email
Gateway

Security

7

FortiWeb
Web Application
Firewall

Web Application Advanced

Threat Protection
®

Secure
Unified Access

FortiAP FortiSandbox
Wireless Advanced Threat
Infrastructure Protection

h
o

FortiSwitch
Switching
Infrastructure

Management
- Analytics

FortiAnalyzer
Central Logging /Reporting

[m)

FortiManager
Central Security Management

Bt

FortiSIEM
Security Information &
Event Management

F:RTINET



ApanTuBHaga apxuUTeKTypa 6e30nacHOCTM
OGopynoBaHue + [lporpammHoe obecnevyeHue + CepBuUCHI

CepBuchbl 6e3onacHocTm FortiGuard

I ! ! ! ! !
e e 2 e 2 2

m AP o

loT FortiGate Fortinet Public | Private Public | Private
Hardware Hardware Cloud Cloud Cloud
Appliance Hosted Virtual Cloud Containers
Machine
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dabpuka 6e3onacHoCcTU (Tonosnorus)
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SD-WAN

[Mogoepxka

NPUNOXEeHUN

BuanmocTtb 6onee yem
3500 npunoxeHumn

YnpaBneHue Tpagukom
NPUNOXeHUN ans
cobnogenna SLA

CeTeBas
rMMOKOCTb

AunHamnyecknn Bol6op
MapLipyTa
cooTBeTCcTBYyOLWero SLA

OTKa30yCTONYMBOCTb
NOAKIOYEHMUI HA YPOBHE
ISP

Heckonbko
ISP

Hesasuncumbin
TpPaHCMopT C
nogaepxkon Ethernet,
3G/4G

Ob6beanHeHne
HEeCKOmNbKNX
WHTepencos B oauH
norndeckunnn SD-WAN

A dekTnBHOE
ynpasneHune

OavH knuk ansa
NOOKNIYEHNS
HECKOMbKMX ounnanos K
LeHTpy 06paboTkn
AaHHbIX

MunHumanbHoe
KONU4eCTBO pecypcoB
Ansa NoaKntoYeHns
yAaneHHOM TOYKM

SD-WAN

[lpoBepEHHLIE
peLleHmns

MpoBepeHo NSS Lab u
MHOMMMW CTOPOHHUMU
KOMMNaHnsMu

Bbicokasi
NpPoOn3BOANTENBHOCTD,
obecnevyeHHas
annapaTHbIMK Security
Processor
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OGnayHble peweHus Fortinet

° FortiManager
e ABTOoMaTm3auus - API 1*‘ C——

By

KoHHeKkTOopbI

(3 FortiCASB e
KoHHekTOopbI

a

KOHHeKTOpr
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FortiGate-VM Fortiweb-VM FortiSIEM-VM FortiSB-VM
P 3¢
o x4
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OGnavyHble KOHHEeKTOpbI

KoHHeKkTOopbI

EnnHas kKoHconb

SDN KOHHEKTOPbDI

I
CISCO

vmware

== openstack.

NOKIA

OBJ1AYHbIE
KOHHEKTOPBI CASB KOHHEKTOPbDI
-.I‘ ]
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CepBucobl 6e3onacHoctu FortiGuard
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AoanTUBHbIN aHaN3 3aWMULLEHHOCTH security Rating @

1 Analyze Security Fabric Rating 3 Easy Apply All Results

354 25 65 31 |22

Passed Medium High Critical
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AreHTbl 6e30nacHOCTU U 3dlLNTA KOHEeYHbIX TOYEeK
NMoapepKa XOCTOB U KOHEYHbIX TOYeK Fabric Agent

SAWLNTA KOHEYHbLIX TOYEK

VPN AFEHTHI
AEHTbl ®ABEPUKUN BE3OIMNACHOCTU —
CeTeBagd TenemeTpud

BA3A
OAHHBIX
YCTPONCTB

o 5
&z,
N
XOCTbI KOHE4YHbIE TOYKU |OT (YCTPOUCTBA)
(MPUNOXEHUA) (YCTPOWUCTBA)
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ABTOoMaTu3sauusa npoueccoB Ub

ABTOMaTU3aUuA

System Threat User & Device  External Notification Reports Quarantine Adjust

Events Alerts Status Inputs Configuration

TPUITEPDI ABTOMATU3ALIUA OENCTBUSA

ABTOMaTU3aUNSA npoueccbl 6€30nacHOCTU C UCNOSTb30BaHUEM TPUITEPOB AJ1S
BbIMOMIHEHNA COOTBETCTBYIOLMX OEUCTBUN
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be3onacHocTb Ha ocHOBe HamMmepeHuu (IBNS)
BusHec noruka npuv peannsauum NosIMTUK 6e30nacHoOCTU

TErTMPOBAHUE (YCTPOUCTBA,
MHTEP®EWUCHI, OBbEKTbI)
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YNPABJIEHME
Yno6cTBO MOHUTOPUHIA U OTYETHOCTU

Review Sections

Protect

e o he aggregale severl  findings for each hnclional area allowing you lo

Pro-2 Change Control - Security

priariize ya

Prepare

Blw s a descrpbon of risk levels . Recover

Functin s
His cafegory prorides awarenss o al changes mad
he overadl number of changedd 2 | L
me o e chage, use Prepare
-
B
CEr g
i [g Risk !
: Not implementing criange contrl processes can resull pkn
undutborzed e and couk rease potent o
e each and cross eterencl ) - )
| Fosoond & Becowr - i
e g the changd . e k.
o s he hnge, b ik he chango ebect
ow wil e chage ve Fnplemestied  approve vl
HoBble WabnoHbl 0T4ETOB AN s o ) e
G < 4 [
Situation Awareness Repart Sect
The folawing is a briel desciption of each functiona area and i impor securiy posture, [T

MeHemKkMeHTa / C-ypOBHS U
ayanTopoB

[

focuse o asseting il CoTHRLOLS L

don v what o p——— i ettt Th weais

g o b sewcamed a

Pt Containment

opcly 4nd Use accous cesssing secarty dewoss.

ot s ave nistand of s

/i o recucs he petuntia impactof
avaity comgutaion, change ool i
st

e, dala expoare

20 A 1 pecT equee VSHE g

e altack s persases £ s e voames cf Pl

s B e overtime. 1 certain larges usuaty

s kg o Udeang A ot . TS OIS VO NS o0 Mo use e

oot Rows, o stk g, o e e, oty vt an compance clsons and cnsing Btackes may have f hose
og gy

et e unc o Kooud a

aimpact The DesectF

o5 e gt

n o

s asion bchriges o
ety s
asseling jou wih rasponcing o nd i
TP ——

Respond & Recover

J. e o wihin e sk and comianment of hose rects

@

F::RTINET. 20




YNPABJIEHUE

Yno6cTBO MOHUTOPUHIA U OTYETHOCTU

Ransomware Activities in Your Network

@ Last 2 Years w

This Year
Last Year
Last 2 Years
Last 3 Years

Cryptolocker2015 Cryptolocker Last 4 Years
e Encryptor  Hidden o .
TeslaCrypt Job Cryptor Ginx  Troldesh  RaaS Tear  KeRanger Umbrecrypt Locky Nanolocker Vipasana
I\ (-] -] L] -] @ o -] ? © L
; ! P | PY
3 3 . 2016 i 2017
] (-] (-] (-] -} -] -]
Pclock  Threat  PayCrypt LockDroid 2 Magic Hydracrypt Hi Buddy
Finder
Pacman 3
WannaCry
[lonornHUTenbHbIE BUOKETDI WannaCry
Description:

WannaCryptorltr is a generic detection that utilizes exploits
identified in Microsoft Windows SMB Server (4013389)

MOHUTOpUHra B FAZ

Type: Ransomware, Trojan

Severity:

CVEID: CVE-2017-0144,
CVE-2017-0145,
CVE-2017-0147

AV Signature:
W32/CVE_2017_0147 Altr
‘W32/Farfli. ATVE!tr.bdr
‘W32/Filecoder_WannaCryptor.B!tr
‘W232/Filecoder_WannaCryptor.D'tr

Patch: Microsoft 17-010 ‘W32/Gen.DKT!tr
IPS Signatures: W32/Gen.DLG!tr
MS.SMB.Server.SMB1Trans2... ‘W32/GenKryptik.1C25!r

Vulnerability Criteria:
=XP

3 Vista

=

55 8/8.1/RT 8.1

10

Vulnerable Hosts
14 Total Hosts

5210

8 Server 2008/R2
&8 Server 2012/R2
28 Server 2016

Vulnerable to WannaCry

=
John Smith
M jsmith 28 : Windows 10 professional
G johnsmith IP Address: 172.16.79.215
& J_Smith MAC Addresses: 94:57:a5:e3:d2:a5

FortiClient Telemetry @ : Connected

Malware Activities

—

2 Outbound Tor traffic
blocked by App Control

1 Exploits blocked by IPS

12

[ Ransomeware
Incidents
2 Botnet C2
blocked by AV ()

\

()
4 Malicious email

3 Malicious websites _/

attachments blocked by AV

access blocked by Web Filter
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russia@fortinet.com

F:RTINET



F:=RTINET



